
































































To fulfill the master plan, we used 
AI - augmented social media posts and 

algorithms to drive messaging that the 
downed sub posed an environmental risk.

But there wasn’t 
any danger. Those 

batteries can 
withstand--

We know. We just needed 
people to think there 

was a danger.

And even though it came from secret leaked files from 
an intelligence agent, It wasn’t even a top-secret leak …

We cross-referenced lists of users on your 
platform with individuals who had access to 

classified reports about the submarine. 

 we found Angela Shevchenko, 
who grew up in the shadow of THE 
chernobyl DISASTER. Because Her 

grandfather had died at chernobyl, she 
was highly suspicious of all claims of 

“safe” nuclear power. she Believed the public 
should know  “the truth” and 
not get caught off guard 

the way her family did. 

Angela Shevchenko, intelligence agent 
[Atropia]



But sir, what 
about the rumors 
I’m seeing about 

this being a potential 
nuclear disaster. If 
people are going to 
die from the nuclear 
meltdown, shouldn’t 
we warn someone?

I promise 
those threats 

have been 
evaluated. You’ve 
got to trust that 
the appropriate 
agencies have 
this handled.

Periodic users have been 
building their profiles 

since they were children. 
Everything they saw, they 

liked, they shared.

socialization algorithms 
can target the things 

that are likely to push an 
individual’s buttons. 

We’ve been able to create incredible predictive models 
for when, where, and why people will tune out certain 
messages and when they’ll pay attention to others …

Shevchenko didn’t need much of a push 
to leak details about possible nuclear 
threats and the lost submarine to her 

press contacts.



ATROPIANS 
STUNNED BY 

THE DOCUMENT 
LEAK from an 

intelligence agent 
who had access 

to classified 
reports...

The fringe press ran with 
her leaks. Then it spread to 

mainstream media.

The leaks got agent Shevchenko 
arrested, which made the 

information seem more legitimate.

Leaking information was unforgivable, whether 
it was accurate or not. She will spend years in 

jail convinced she did right, not caring about the 
harm she caused…or realizing that she was NEVER 

the one making the decisions.
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In the early 2010s, mass protests and riots ripped through the Middle East and North Africa as 

the Arab Spring gathered support. Longtime authoritarians like Zine El Abidine Ben Ali of Tunisia, 

Hosni Mubarak of Egypt, Muammar Gaddafi of Libya, and Bashar al-Assad of Syria all struggled 

to contain the groundswell after decades of rule. The rest of the world watched the human rights 

atrocities broadcast live on social media directly from those living through it instead of from 

traditional media institutions or foreign correspondents. The ubiquity of cellular phones and social 

media had democratized media production, and the world had a front-row seat to revolution and 

upheaval.

The shift in information sharing, from formal media to informal social media, was accompanied 

by a shift in who could act on that information. Fearless netizens began collecting images 

from Twitter and videos from YouTube and comparing them with Google Street View and other 

publicly available reverse image search tools. People like Eliot Higgins, founder of open-source 

investigation and journalism outfit Bellingcat, cut their teeth on the media coming out of the Arab 

Spring and the bloody civil wars that followed. Most efforts were focused on doing good, and an 

entire human rights cottage industry sprung up around the new data sources and the analytic 

groups documenting violence as it happened all over the world. Many believed that we were 

finally seeing the promised societal benefits of innovative technologies and that the near-constant 

data collection and advanced analytic techniques, like artificial intelligence and machine-learning 

algorithms, would really change the world.

However, as with all technology, there is also a dark side to the big data explosion that poses 

significant risks to privacy and national security. The deliberate corporate collection of personal 

data, often referred to as the modern surveillance economy, has a singular goal—to shape 

consumer behavior. Put more bluntly, producers want consumers to buy more, and big data allows 

corporations to know what individuals like and what makes them click “purchase.” But consumer 

data is not just available to corporate entities, in fact, anyone with the right amount of money can 

buy it in droves—nation-state adversaries can purchase data pools of publicly available information 

(PAI) about U.S. consumers, their likes and dislikes, for analysis and influence, which is something 

that private marketing firms and authoritarian regimes have been quick to exploit, and democratic 

governments have been slow to prevent.

The United States is still struggling to understand the national security risk posed by publicly 

available information. The 2018 Joint Concept for Operating in the Information Environment took 

steps to describe the information environment as consisting of three dimensions: the data-centric 

information dimension, the human-centric cognitive dimension, and the real-world physical 

dimension. Further, in 2022, the amended National Defense Authorization Act directed elements of 
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DOD to assess the challenges of operating in the presence of “ubiquitous technical surveillance.” 

Efforts to respond to these challenges are ongoing. Among the notable endeavors are the 

Army’s Information Advantage concept and the recent release of the Marine Corps Doctrinal 

Publication 8, Information. However, in the case of the Army’s Information Advantage concept, 

the operationally focused efforts are overly narrow and fail to adequately address the scope of the 

challenges.

What DOD must acknowledge first is the fundamental source of risk to the U.S. military from the 

information environment, namely the vast amounts of data collected and sold on U.S. service 

members. And our adversaries can (and do) use the commercial data economy to target U.S. 

service members and their families, and to pollute the information environment to diminish 

operational effectiveness. To adequately respond to this concerning shift in the operational 

environment, it is necessary to understand the categories of risk created by the collection of 

U.S. service member data to help prioritize risk decisions and to improve the military’s technical 

understanding of how the surveillance economy works. To frame the problem, we need to begin 

conceiving of actions in the data-centric information dimension as creating risk in the cognitive and 

physical dimensions of the information environment.

Cognitive Dimension Risks

The cognitive dimension of the information environment is defined by how humans understand, 

react to, and interact with the world based on the information they are exposed to. By extension, 

for the military, cognitive risks are any alteration to the perception and behavior of some number of 

individuals in a manner that will negatively impact a commander’s ability to accomplish a mission 

or national priorities. Shaping perception and influencing behavior are two tasks that the modern 

surveillance economy is designed to facilitate and, when data on U.S. persons is purchased, can 

enable adversaries to shape and influence how Americans think.

Like traditional operational risks, cognitive risks result from both adversary and friendly actions, 

and can manifest both internally and externally to an organization. Adversaries can use 

surveillance technologies to efficiently target key audiences, like service members, government 

employees, or even their families with mis- and disinformation. Friendly actions (and inactions) can 

“Nation-state adversaries can purchase data 

pools of publicly available information (PAI) about 

U.S. consumers, their likes and dislikes, for 

analysis and influence, which is something that 

private marketing firms and authoritarian regimes 

have been quick to exploit, and democratic 

governments have been slow to prevent.”
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also create cognitive risks by eroding trust in the government and military, shaping fundamental 

behaviors like volunteering to enlist, and creating fodder for adversary information operations. 

Adversary operations may also target key military support constituencies and create cognitive 

risks to military operations, recruitment, and retention. For example, both Russia and Ukraine have 

leveraged these technologies during their ongoing conflict, creating cognitive risks from Russians 

calling and texting Ukrainian soldiers on the front lines to Ukrainians calling the mothers of Russian 

soldiers captured during the conflict. However, importantly—and critically for the U.S. military—

cognitive risks are not constrained to periods of armed conflict or deployment, and in many cases 

are more prevalent and impactful during normal garrison operations and are often external to any 

conflict.

Actualized examples of cognitive risks are numerous. Within the U.S. population, they 

include mobilizing protestors, inflaming opinions on both sides of contentious social issues, 

and deepening issue divergence among ideologically opposed groups. These examples show 

how surveillance technologies generate cognitive risk and may present a real threat during 

competition and crisis. Cognitive risks—with even the most tenuous connection to “traditional” 

Army missions—can pose some of the most serious risks to the force given their ability to fester 

and grow over time, erode trust, and disrupt cohesion within a unit and among key support 

constituencies. Ignoring or dismissing cognitive risks as falling outside of the Army’s mandate or 

claiming that cognitive risks are an individual’s responsibility is obtuse and potentially catastrophic 

to our ability to operate on the modern battlefield.

Protecting any population against cognitive risks is a delicate balance—particularly in a 

democracy. In the United States, First Amendment protections and an individual’s freedom to 

access information are two characteristics of our democracy that malign actors regularly exploit 

and abuse to gain access to U.S. service members’ cognition. But by recognizing that cognitive 

risks exist and that they have the potential to impact mission success, we also create opportunities 

to act thoughtfully, to detect, assess, and make risk decisions to drive mitigation efforts without 

having to consider the politics of the content being consumed. And effective risk categorization 

enables a better understanding of the threats to the force and will allow commanders to balance 

the informational freedoms we value with the need to defend the cognitive dimension.

Physical Dimension Risks

The most direct and obvious personal data risks to military forces occur in the physical world. 

Namely, publicly available information can be—and is—used for kinetic targeting. U.S. government 

officials and service members, both at home and abroad, generate a lot of PAI as they go about 

their daily routines, revealing location data, travel data, purchasing data, and more. The concern 

for the military is how that personal data can be used to target individuals for kinetic strikes on 

the battlefield. The ongoing conflict in Ukraine is an example of how PAI can be used to identify 

unsecure cell phones and enable location triangulation for kinetic attacks on conventional forces. 

In fact, at least one PAI-enabled kinetic strike has led to the death of a Russian general officer and 

Russia also leveraged PAI against Ukraine from 2014 to 2016.

However, the physical risk from PAI is not limited to location data. Imagery, from social media 

and official state sources, for example, can be compared to the robust database of landscapes 

found in programs like Google Earth to pinpoint operationally relevant locations—a technique 

that led to the loss of a Russian naval vessel. The U.S. military has also used similar targeting 
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practices to direct drone strikes against ISIS targets using selfies and social media. Within 

DOD, therefore, commanders intuitively understand the seriousness of the tasks conducted to 

obfuscate their formations in time and space and the danger posed by inadvertent exposure. But 

increasingly, risks are coming from obscure places—like the 2018 example of how the exercise 

app Strava allowed for the identification of sensitive military locations through its Strava Heat Map 

feature. DOD responded with a new policy—nine months after the risk was identified—that banned 

the use of geolocation app features in deployed settings. 

The DOD’s response to the Strava incident has since expanded to other technologies, including 

the Army’s outright ban on cellphones for deploying troops, citing operational security and 

cybersecurity concerns. And even though the general awareness of physical risks created by 

data is growing (and is a good thing), an outright ban on certain technologies is not a sustainable 

risk mitigation strategy. The prohibition of personal devices is simultaneously too narrow and too 

broad and fails to strike an appropriate balance between necessary modernization and operational 

security. By focusing on conflict zones and deployed settings, DOD misses the physical risks 

those devices and their resulting PAI generate. And by banning devices and apps, DOD is 

inadvertently generating physical risks because typical patterns of life are suddenly disrupted when 

those devices and apps go dark—the absence of digital data and signatures is also observable 

and could direct adversary attention to units and personnel heading overseas or conducting field 

training exercises. A more deliberate approach to assessing the risks in open-source data and 

how actions in the information environment create signals for adversaries is needed to achieve 

sustainable and substantive mitigation strategies.

The commercialization of personal data and the practices of commercial data brokers have 

enabled companies and our adversaries to accumulate vast amounts of knowledge on U.S. 

persons, including our service members. Without fully understanding how these data systems 

impact military operational effectiveness, the United States sets itself at a strategic disadvantage. 

Understanding the vulnerabilities created by the commercial surveillance economy and identifying 

the associated risks is necessary for commanders to make informed risk decisions. While the 

wholesale removal of risk is not possible, a careful examination of risk can shape policy, open 

pathways for technical mitigation strategies, and define best data hygiene practices.

DOD’s role in this effort should focus on gaining and maintaining operational security, which 

demands a layered approach that prescribes taking measured action at each echelon—individual, 

unit, and institutional—and prioritizing actions through a deliberate assessment of the operational 

risk. Importantly, any strategy must include individual education, institutional investment, and the 

implementation of privacy-preserving technologies. These efforts should mirror the approach 

taken toward cybersecurity, where DOD has acted to both secure its own networks and invest in 

initiatives like the Home Use Program to make security (or, in this case, privacy) more accessible 

to its service members. Ultimately, without a layered approach to addressing the risks generated 

by publicly available information and the surveillance economy, DOD will fail to protect its most 

valuable asset—its people—and will not be prepared to fight on the modern battlefield.

“Without fully understanding how these data systems 

impact military operational effectiveness, the United 

States sets itself at a strategic disadvantage.”



While our goal 
is to locate the 

missing submarine and 
rescue any survivors, 

we must also discover 
what other secret 

activities ARN industries 
has been engaging in in 
the Atropian Sea. Our 
sovereignty is not 

for sale!

Atropian authorities reached 
out to our DONOVIAN navy to 
locate the missing submarine.

My country has wanted to build a better 
relationship with Atropia for YEARS, and 
creating a more hostile environment for 

ARN proved to be the crucial step.
Even the local fishing 

fleets were activated to 
aid in the search.

Protests erupted across Atropia, 
calling for all foreign presence out 
of their shared waters for fear of 

chemical pollution.

Foreign NGOs were reportedly 
attacked by protestors when 
trying to assess the level of 

pollution for cleanup.

In what came as a surprise 
to some, Donovia mobilized 

its entire military in a rescue 
mission … though one with a 

secondary purpose.



There are rumors 
on the fringe that 
this is a false flag 
and that the West is 
using it as a cover 
to disrupt Atropian 
& Donovian mining 

operations.

We need to find 
this submarine 

and dismantle this 
developing aliance 

between Atropia 
and Donovia.

Local 
protests are 
getting more 

heated. now The 
Donovian navy is 

on the way.

The whole 
situation is a 
mess because 
of this lost 

sub!

Sir, we 
need to pay 
attention to 

the narratives 
emerging from 

the fringe 
channels.

We’re not 
going to 

react to some 
unsubstantiated 

message on the dark 
web. We can’t play 
whack-a-mole with 
every crazy idea 
on the internet!! 

We need to find 
this submarine 

and dismantle this 
developing alliance 

between Atropia 
and Donovia.

Local 
protests are 
getting more 

heated. now The 
Donovian navy is 

on the way.

There are rumors 
on the fringe that 
this is a false flag 
and that the West is 
using it as a cover 
to disrupt Atropian 
& Donovian mining 

operations.

 MEANWHILE, Because of the rising tensions in the 
region, An Arn-backed rescue team was dispatched to 
locate the lost sub and its crew. Time was essential. 

MM



Sir, 
nothing 

appears in 
the mainstream 

without 
circulating on 

the fringe 
first.

Let’s Ask 
around and 

see if any of 
the LOCALS are 
willing to help 
us locate the 

sub.

Failure to 
understand why 

certain narratives 
resonate blinds us 
into ignoring things 
until they gain real 

traction. And by then 
it’s too late!

we’ve scanned 
all calculated 
locations, and 

all sensors are 
coming up flat.

Still no 
sign of the 
sub. Time is 
running out!



WE HAVE 
coordinateS.

We didn’t have as much of a head start as we 
would have liked. We needed to find the sub 

before ARN’s rescue and recovery team.

Using private signal 
monitoring, our signals 
intelligence picked up 

their location.

To gain time, we 
tamped down their 

civilian support 
for the search …



Why should 
I help? I have 
too much to 

do already …

Attention all 
vessels in the 

vicinity ...

We knew Atropia would have no choice but 
to reach out to the DONOVIAN fishing fleet 
for help. So we had to ratchet up anti-ARN 

sentiment ... and quickly.

Many of the local 
fishermen have at least 
mild hostility towards 

ARN and the West.

…we collected data from 
third-party marketers and had 

a full picture of the local 
fishing fleet’s backgrounds 

and current locations.

Taking them out of the recovery 
operation was a high priority, so 

we amplified topics that triggered 
localized anger and frustration.

Malik Bitar, fishing boat Captain 
[Atropian Sea]



I repeat, we 
have located the 
missing sub intact. 

It appears the 
crew has escaped 

in life pods.

Wait. The sub 
was found? 
How has that 

been kept 
quiet?

You still don’t 
understand the 

influence we have 
here, do you?

…but retrieving the crew 
ourselves remained critical 

to our plan.

We had regained our advantage 
and got to the sub first …



Jeff Baggott, a Western intelligence officer, 
unknowingly gave us the little extra time we needed 

to pull up the sub and rescue the missing crew.

Baggott’s assignment was 
to find the submarine.

He had just received 
his thirty-year pin for 
continuous service, but 
he was having financial 

troubles at home, fighting 
with his spouse …

We fed him a constant newsfeed of how ARN was 
profiting off of the public/private venture. ARN 

was seeing record-breaking profit quarter 
after quarter … all while Baggot watched his 

401K lose 50% of its value.
The way we helped him see it, he would 
probably have to work another thirty 

years, while he watched ARN investors make 
billions off of his hard work.

We knew the analyst was fighting with his wife, had 
financial worries, and was now suspicious of ARN.

Jeff Baggott, intelligence officer 
[u.s. allied BASE]



b-zzrp
    b-zzrp

I won?

We were able to chip away at 
his motivation just enough.

Keeping the analyst distracted, we picked 
up the crew and no one saw a thing.

The beauty of it was that Baggott really 
didn’t do anything wrong. He just wasn’t 

trying as hard as he could have.



END.

Taking over the rescue 
effort, stealing the battery, 
recovering the crew … you 

did all that to undermine ARN’s 
relationship with Atropia?

You have been listening … of 
course, we didn’t need the 
battery, we had been using 
similar technology inside 

our own mining vessels for 
years, but we made sure we 

kept that a secret.

Public sentiment against 
nuclear power has never 

been stronger since we’ve 
been aiming content about 
its “horrors” at Periodic’s 

younger users.

Why the crew then?

Insurance. If 
anything went 

wrong with the 
transfer of power 
from ARN to us, the 
crew would have 
been just another 

bargaining chip.

I SEE.

DO YOU?

These new toys I 
mentioned – a suite 

of AI tools to target 
anyone, anywhere – 

are all fueled by the 
data mined from the 
Periodic platform.

But we never 
meant it for 

that!

But that’s what WE used it for.  
And now ARN is calling for 

investigations into Periodic’s 
data-collection platform. 

They’re assuming Periodic has 
been a WILLING participant this 
whole time. And our meeting 

right now isn’t exactly going to 
HELP your case.

But … 
you can’t …

It’s already been done. Some of our 
actions during this operation have been 

detected. Europol is preparing to launch 
a probe of Periodic as agents of the 
Donovian state. I can make sure their 

investigation goes nowhere.

After all, we must 
be more than just 

business partners now.
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Justin Sherman 
senior fellow at Duke University’s Sanford School of Public Policy, 
where he runs its data brokerage research project.

When most of us visit a website or use a mobile app, 

we know the website or app is, at some level, collecting 

information about us. Facebook and Twitter might 

gather data on our scrolls and clicks. Yelp or our local 

restaurant website might collect data on our food orders 

and searches. Even dating apps might collect data on 

our swipes and preferences, and GPS apps will collect 

data on the places we visit and when we visit them.

These are all companies we interact with directly. But what 

most people don’t realize is that once an app or website 

has users’ data, it often shares that information widely. 

For instance, apps might send users’ data to advertisers, 

who receive information about those people’s ages, 

locations, and smartphone activity. Another prominent 

part of this landscape is data brokers—companies that 

collect, infer and aggregate consumers’ data, then sell, 

license, or share it for profit.

Data brokerage is a multi-billion-dollar, virtually 

unregulated industry in the United States encompassing 

thousands of companies. Data that people assume is 

closely held by a single website, app, or company—

including data on politics, entertainment, location, and 

health—is often transmitted, analyzed, and monetized 

far beyond that one destination, all for the purposes of 

making a profit. It’s all about collecting, aggregating, 

analyzing, buying, selling, and sharing data.

Research conducted at Duke University’s Sanford 

School of Public Policy has shown that data brokers 

sell individuals’ most sensitive information on the 

open market. This includes Americans’ demographic 

information, such as race, religion, sexual orientation, 

income status, marital status, and number of children in 

the home; political preferences and beliefs, such as party 

membership, favorite candidates, and political causes 

of interest; health and mental health conditions, such as 

ailment and prescription information; and whereabouts 

and real-time locations.
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Data brokers also advertise data on specific groups of 

Americans, including students, workers, first responders, 

elderly Americans, people with Alzheimer’s, current and 

former U.S. government employees, and current and 

former members of the U.S. military. Some of the data is 

more “aggregated,” meaning the datasets do not name 

specific people but provide overall analytics on the 

underlying information. Many other datasets, though, 

are clearly linked to specific people—and you can 

purchase these lists of attributes alongside Americans’ 

names, emails, phone numbers, and home addresses. 

The most unbelievable part is that it’s all legal. Because 

of gaps in U.S. privacy law, it’s legal to acquire and 

then sell this sensitive data on Americans, even where 

it concerns data points like race, religion, marital status, 

sexual orientation, political affiliation, and geolocation.

The data brokerage ecosystem poses numerous risks 

to civil rights, consumer privacy, personal safety, and 

national security. Data brokers gathering and then 

selling data on military personnel poses a major risk to 

national security.

Foreign governments already collect data on U.S. 

citizens to enhance their intelligence operations, military 

posturing, and diplomacy. The Chinese government’s 

2015 hack of the U.S. Office of Personnel Management 

is an infamous example, where Chinese military officers 

stole data on over 22 million Americans who presently 

or previously worked for the U.S. government. But 

the list goes on: for instance, the Washington Post has 

reported on the Chinese government scraping open 

data overseas to target foreigners—and on a small 

Chinese company collecting millions of social media 

data points on “foreign political, military and business 

figures, details about countries’ infrastructure and 

military deployments, and public opinion analysis.” 

Hacking efforts by governments and criminal affiliates 

in Russia, Iran, North Korea, and elsewhere are likewise 

well-documented. Foreign actors can use this data to 

profile, target, or surveil Americans—and even to run 

cyber operations or intelligence operations.

All Americans’ data is vulnerable to exposure, purchase, 

or theft through the data brokerage ecosystem. With 

military personnel, the risks to national security are 

clearer and more acute. Foreign citizens, companies, 

and governments can—under the current U.S. legal 

and regulatory system—entirely legally purchase highly 

sensitive data on Americans from U.S. companies, who 

are not constrained in brokering data to foreign actors. 

Perhaps more likely, foreign actors could also hack into 

data brokers and steal information that is dangerously 

collected, aggregated, and pre-packaged. This could 

include data such as where servicemembers are 

stationed, what entertainment and media members of 

the military consume, or the political interests of veterans 

in a Midwestern city. It could also include larger 

datasets that encompass military personnel as a subset, 

such as lists of gambling addicts, people suffering from 

   Because of gaps 
in U.S. privacy law, 
it’s legal to acquire 
and then sell this 
sensitive data on 
Americans, even 
where it concerns 
data points like race, 
religion, marital 
status, sexual 
orientation, political 
affiliation, and 
geolocation.
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depression, or individuals with low credit scores (all of 

which are available on the open market). The data sold 

is remarkable in breadth and depth.

All of this data could be exploited for bribery, blackmail, 

routine intelligence collection, and much worse. For 

example, in one tragic 2020 case, an angry and violent 

lawyer found a federal judge’s personal information 

online, went to her home while impersonating a 

delivery driver, and shot and wounded her husband 

and shot and killed her 20-year-old son. In many other 

cases each year, abusive individuals acquire data on 

people’s whereabouts to track them down and stalk, 

harass, intimidate, and even physically harm them. 

Where national security is concerned, the availability 

of location data creates risks to the military as well—

when malicious actors can buy data at low cost (single 

profiles on a “people search website” can cost $20) and 

relatively easily (plenty of data brokers do not appear to 

adequately vet their customers). Data brokers’ ability to 

aggregate data and then “infer” data points that were 

never explicitly handed over, such as income level and 

sexual orientation, means they can be a more attractive 

and unique data source for malicious individuals.

Thankfully, the U.S. has the opportunity to build 

a comprehensive approach to data privacy and 

security—including banning the sale of data in certain 

sensitive areas, such as location data and health data. 

There is growing recognition in Congress of data 

brokerage, privacy harms, and risks to national security. 

The Protecting Military Service Members’ Data Act 

would prevent data brokers from selling lists of military 

personnel to China, Russia, Iran, North Korea, and 

other adversarial nations. The White House’s June 2021 

executive order on Protecting Americans’ Sensitive 

Data from Foreign Adversaries likewise recognized that 

“foreign adversary access to large repositories of United 

States persons’ data also represents a significant risk.” 

Nonetheless, Congress needs to focus more attention on 

regulating data brokers. That should include a focus on 

the ongoing sale of data, including data clearly linked to 

individuals, pertaining to military service members. For 

their part, service members can start by better educating 

themselves about the data brokerage ecosystem and the 

other ways that data collection, analysis, and targeting 

impacts them—such as by reading research from the 

Federal Trade Commission, Senate Commerce, Science, 

and Transportation Committee, World Privacy Forum, 

and our team at Duke’s Sanford School of Public Policy.

If  the U.S. is going to truly push for a more comprehensive 

data privacy and security model, including protecting 

national security, the military can play a key role in 

drawing attention to the risks.

   Foreign actors 
can use this data to 
profile, target, or 
surveil Americans—
and even to run 
cyber operations 
or intelligence 
operations.
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*Facebook also owns Instagram, Oculus, and WhatsApp.
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