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He’s gone!  
They took him!  
They got SGT 

Grant!

In the fight, SGT Grant is captured and taken by the separatists.

Heavily armed separatists use the opportunity to
push through the gate. A fire fight breaks out.

09 1527Z JUL 30



There’s something in here for 
everyone. data privacy, non-
transparency, biometrics, A.I. 
Analysis, data profiteering...

Send me what you have!  
I want exclusive 

footage!

Conflicting 
messages, but 

there are 
casualties...

Needed steps or 
massive overreach?

ummm thought block folks...
I’m just seeing this come in.  
There’s been an attack on 

the U.N. base in Atropia!

The Secure Act. 
Have ya seen it? 

It’s all a no fly 
zone!  Hands off, you 

corporate overlords!

The gate was breached and 
there’s confirmation of 

at least four dead. 

I have him here ladies 
and gents… Senator Jim 
Russ! Here to talk about 
how his masterpiece is 
about to make its way 
through the gauntlet 
of the U.S. Congress.
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hey... it’s my fav, Ernie 
the opinionator!

Now I’m seeing 
that an American 
soldier has been 
taken hostage! 

there is a 
beheading video!  
We have a beheading 

video coming in!

What a fun sponge! 
Who else?  What do 

you have on this 
attack?

But the attack is 
confirmed, friend.

Sorry, Senator Russ, we’re 
going to have to back burner 
your masterpiece for now...
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QUOTE FROM: “DISINFORMATION AS COLLABORATIVE WORK”

QUOTE FROM: “MINDF*CK”

02

03

        Strategic information operations are a global phenomenon, with political, social, 

psychological, educational, and cybersecurity dimensions. Strategic information operations, 

and in particular disinformation, function to undermine the integrity of the information space and 

reduce human agency by overwhelming our capacity to make sense of information [66, 69]. They 

therefore strike at the core of our values. And they affect things we care about—for example, 

finding life-saving information during a crisis event [85, 95], organizing online for political change 

[87, 96, 104], and protecting online spaces from bullying and harassment. [10, 97]2

         The rights to life, liberty, association, speech, vote, and conscience are all underpinned 

with a presumption of agency, as they are outputs of that agency...We cannot be free to 

choose if our choices are monitored and filtered for us...Privacy is the very essence of 

our power to decide who and how we want to be. Privacy is not about hiding—privacy is 

about human growth and agency. But this is not merely about privacy or consent. This is 

about who gets to influence our truths and the truths of those around us. This is about the 

architectures of manipulation we are constructing around our society.3

Christopher Wylie  
 • • • • • • • •

Mindf*ck: Cambridge 

Analytica and the Plot to 

Break America

(New York: Random 

House, 2019)

Kate Starbird   
• • • • • • • •

“Disinformation as 

Collaborative Work: 

Surfacing the Participatory 

Nature of Strategic 

Information Operations”

CSCW, (2019)

In the nearby town...

Across the base...
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QUOTE FROM: “VIEW OF ENGINEERING THE PUBLIC“

THE FUTURE OF CONFLICT

04

05

       Digital technologies have given rise to a new combination of big data and computational 

practices which allow for massive, latent data collection and sophisticated computational 

modeling, increasing the capacity of those with resources and access to use these tools to 

carry out highly effective, opaque and unaccountable campaigns of persuasion and social 

engineering in political, civic and commercial spheres. What are the consequences of these 

new mechanisms on the public sphere and political campaigns?4 

       The practiced, age-old art of deception is currently being leveraged in novel ways that 

will become increasingly more sophisticated in the future. Deep-fake content is the technical 

manipulation of digital video, audio, picture, and text data in ways that appear authentic. These 

technologies use deep learning technologies to create technologically produced disinformation. 

Powerful attacks, such as these, manipulate a targeted audience’s beliefs and how they 

determine truth. They are designed to create division, confusion, and uncertainty and multiple 

states of truth. The use of deep-fake content driven disinformation attacks produce radical 

political and social reactions when directed at diverse populations in proximity of one another. 

What are the consequences of the algorithm-enhanced proliferation of deep-fake content within 

local communities the U.S. military is operating among while deployed abroad?

Jessica I. Dawson Ph.D., 
 Major 

Assistant Professor

Army Cyber Institute

Robert Ross, Ph.D. 
 Lieutenant Colonel 

Chief Research Scientist

Army Cyber Institute

Zeynep Tufekci  
• • • • • • • •

“View of Engineering 

the Public: Big Data, 

Surveillance and 

Computational Politics”,

First Monday, (2014)

Around the world...

Millions watch SGT Grant’s fate. But is it real? SGT Grant is 
both alive and dead at the same time. No one knows for sure.
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QUOTE FROM: “UNMASKING MASKIROVKA”

QUOTE FROM: “MINDF*CK”

07 

06

        Influence campaigns surround us every day, whether with malicious intent or for 

product and service advertisement. Asking whether influence operations are on the rise is 

irrelevant. The more pertinent question is instead whether one is susceptible to them and, if 

so, how they work so one can understand them and become resilient against any adverse 

effects they might present….The conduct of influence campaigns is usually part of a broader 

set of activities, such as those visible in so-called grey-zone conflicts in recent years.5 

        The rights to life, liberty, association, speech, vote, and conscience are all underpinned 

with a presumption of agency, as they are outputs of that agency. But agency itself has not 

been articulated as a right per se, as it has always been presumed to exist simply by virtue of 

our personhood….Privacy is the very essence of our power to decide who and how we want 

to be. Privacy is not about hiding—privacy is about human growth and agency.

Daniel Bagge
• • • • • • • •

  Unmasking Maskirovka: 

Russia’s Cyber Influence 

Operations

(Defense Press, 2019)

Christopher Wylie  
• • • • • • • •

Mindf*ck: Cambridge 

Analytica and the Plot to 

Break America

(New York: Random 

House, 2019)

The Secure Act 
is dead!

I guess they 
don’t care about 

privacy and 
freedom!

as conflict slips between the digital,
cognitive, and physical domains, we are
left to question what is an act of war?
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QUOTE FROM: “UNMASKING MASKIROVKA”

QUOTE FROM: “UNMASKING MASKIROVKA”

08

09

        A fundamental way to understand influence 

campaigns is by categorizing their events and 

influence activities and then, where possible, 

correlating the findings with known patterns from 

the last century….Influence activities include: …state 

control over media, subjugation of political parties, 

fraudulent elections, using blogs and trolls and social 

networks for information operations, pacification of 

intellectual opponents, such as non-governmental 

organizations, attacks against proclaimed enemies 

of the state - political opponents domestically and 

internationally, creation of pro-government mass 

media engaged in disinformation campaigns, 

dissemination of disinformation to undermine 

conventional press, gaining political influence in 

foreign countries, production of pro-government non-

governmental organizational advancing the foreign 

policy goals favored by the establishment.6

        Deception 101 - Primer on Deception, 

the U.S. view of strategic, operational and 

tactical deceptions are:[11] Strategic deception 

intends to “disguise basic objectives, intentions, 

strategies, and capabilities.” Operational 

deception, which confuses an adversary 

regarding “a specific operation or action you 

are preparing to conduct.” Tactical deception 

is intended to mislead “others while they are 

actively involved in competition with you, your 

interests, or your forces.7

Daniel Bagge
• • • • • • • •

Unmasking Maskirovka: Russia’s Cyber 

Influence Operations

(Defense Press, 2019)     

Daniel Bagge
• • • • • • • •

Unmasking Maskirovka: Russia’s 

Cyber Influence Operations

(Defense Press, 2019)     

Who are the casualties of the fight?

Who are the combatants?
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QUOTE FROM: “SANDWORM”10 

        We’re seeing more aggressive, numerous actions than I’ve seen in ten-plus years of 

doing this. A primary reason for that escalation is...The U.S. government, and the West as a 

whole, have failed to set the norms that might keep the march toward cyberwar in check….

Every country’s intelligence agencies that witness another country’s hacking capabilities…

immediately seek to match or overtake their foes. The powers of disruption…weren’t an 

aberration. They’re merely the most visible model of a tool kit that every militarized nation and 

rogue state in the world might soon covet or possess: the new standard arsenal for a global 

cyberwar standoff.8

Andy Greenberg
• • • • • • • •

   Sandworm: A New Era 

of Cyberwar and the Hunt 

for the Kremlin’s Most 

Dangerous Hackers

(Doubleday, 2019)

In the 21st century, the character of conflict changes.

The attack plain is widening. How we fight is transforming.
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QUOTE FROM: “SKIN IN THE GAME”

QUOTE FROM: “A RUBICON”

11

12

        Groups behave differently at a different scale. This explains why the municipal is different 

from the national. It also explains how tribes operate: you are part of a specific group that is 

larger than the narrow you, but narrower than humanity in general….There is no way you can 

get the same cohesion in a larger city when the “other” is a theoretical entity, and our behavior 

toward him or her is governed by some general ethical rule, not someone in flesh and blood. We 

get it easily when seen that way, but fail to generalize that ethics is something fundamentally 

local. Now what’s the reason? Modernity put it in our heads that there are two units: the 

individual and the universal collective—in that sense, skin in the game for you would be just 

for you, as a unit. In reality, my skin lies in a broader set of people, one that includes a family, a 

community, a tribe, a fraternity. But it cannot possibly be the universal.9

        Consent of the governed is democracy’s core requirement and democracy’s core 

deliverable alike. Consent of the governed begins with the common acceptance that man’s 

rule of men is accountable to an authority higher than man….Undemocratic regimes do not 

indulge in niceties like “consent of the governed,” and as the Wall Street Journal has already 

observed, “Information technology, far from undermining China’s authoritarian model as 

many thought it would, is reinforcing it.10 

Nassim Nicholas 
Taleb

• • • • • • • •

  Skin in the Game: 

Hidden Asymmetries in 

Daily Life

(Random House, 2017)

Daniel Geer
 • • • • • • • •

“A Rubicon”

Aegis Series Paper 

No. 1801

(2018)

How we connect means more.

The future of conflict pushes us to
question how far we need to go.
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QUOTE FROM: “THE AGE OF SURVEILLANCE CAPITALISM”

QUOTE FROM: “UNMASKING MASKIROVKA”

13 

14

        [Surveillance capitalism] revealed new capabilities to infer and deduce the thoughts, 

feelings, intentions, and interests of individuals and groups with an automated architecture that 

operates as a one-way mirror irrespective of a person’s awareness, knowledge, and consent, 

thus enabling privileged secret access to behavioral data. A one-way mirror embodies the 

specific social relations of surveillance based on asymmetries of knowledge and power.11

         Deception maintains a long tradition as a tool in military and political conflict. It does not 

remain unique to the activities of humanity, as examples of camouflage, concealment, and 

misleading features and behavior are common in nature. Deceptive conduct, camouflage, 

protective elements of coloration, shape, and masking are present in the realm of fauna and 

flora. The effectiveness of deception is unquestionable.12 

Shoshana Zuboff   
• • • • • • • •

The Age of Surveillance 

Capitalism

(PublicAffairs, 2019)

Daniel Bagge
• • • • • • • •

  Unmasking Maskirovka: 

Russia’s Cyber Influence 

Operations

(Defense Press, 2019)

Who pushes us to go there?

Who is behind it?

And do we even know?
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QUOTE FROM: “THE AGE OF SURVEILLANCE CAPITALISM”15

        [Privacy] policies had to enforce secrecy in order to protect operations that were 

designed to be undetectable because they took things from users without asking and 

employed those unilaterally claimed resources to work in the service of others’ purposes...

This power is a crucial illustration of the difference between “decision rights” and “privacy.” 

Decision rights confer the power to choose whether to keep something secret or to share 

it. One can choose the degree of privacy or transparency for each situation. U.S. Supreme 

Court Justice William O. Douglas articulated this view of privacy in 1967: “Privacy involves 

the choice of the individual to disclose or to reveal what he believes, what he thinks, what 

he possesses.…” Surveillance capitalism lays claim to these decision rights. The typical 

complaint is that privacy is eroded, but that is misleading. In the larger societal pattern, 

privacy is not eroded but redistributed, as decision rights over privacy are claimed for 

surveillance capital. Instead of people having the rights to decide how and what they will 

disclose, these rights are concentrated within the domain of surveillance capitalism.13

Shoshana Zuboff   
• • • • • • • •

The Age of Surveillance 

Capitalism

(PublicAffairs, 2019)

What’s this I hear about 
Donovia stepping in to 
help calm things down 

in Atropia?!  are my 
eyes deceiving me?

Billy! Straight 
up now! what 

say yee?

Donovia achieves its goal - Global destabilization. Atropia, America and our allies
turn inward, fighting, questioning, and opening a vacuum on the world stage.

Have they won?
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We got him.  We 
got SGT Grant.  
He’s banged up 
but he’s alive.

I found the 
silence in the 
noise. I found 

him!  SGT Grant 
is alive!  

END.

Or is there still hope?

17 0701Z JUL 30
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Excerpt from “A Rubicon”

     Interdependence within society today is centered on the Internet beyond all 
other dependencies excepting climate, and the Internet has a time constant 
of change five orders of magnitude smaller than that of climate. Our concern 
is unacknowledged correlated risk, the unacknowledged correlated risk of 
cyberspace is why cyberspace is capable of black swan behavior. So, if our 
“critical infrastructures are those physical and cyber-based systems essential to 
the minimum operations of the economy and government”, and if aggregate risk 
is growing steadily (as leading cybersecurity operational managers confirm), then 
do we put more of our collective power behind forcing security improvements 
that can only be increasingly diseconomic, or do we preserve fallbacks of various 
sorts in anticipation of events more likely to happen as time passes? 

Conservative prudence says that retaining human skills, like retaining human 
languages, will not be justified by any balance sheet, only by societal wisdom 
in the large. Conservative risk management says that if you don’t know how “it” 
works then you won’t manage its risks. Or, as they say in the poker world, if after 
ten minutes at the table you don’t know who the patsy is—you’re the patsy.…

The essence of security in places of public assembly is the provision of sufficient, 
tested exits through which the audience can leave in short enough order that all 
they lose is the remainder of the play. As a matter of national security, keeping 
non-technical exits open requires action and it requires it now. It will not happen 
by itself, and it will never again be as cheap or feasible as it is now. Never again 
will national security and individual freedom jointly share a call for the same 
initiative at the same time.

We will never have a more analog world than we have now. We will never live 
under thinner-tailed distributions than we have now, at least so long as we 
demand freedom. Countries that built complete analog physical plants have a 
signal advantage over countries that leapfrogged directly to full digitalization. The 
former countries have preservable and protective firebreaks in place that the 
latter will never have, but the former countries enjoy their resilience dividend if, 
and only if, they preserve their physical plant. That such preservation can deliver 
both resilience for the digitalized and continued freedom for those choosing not to 
participate in digitalization is unique to this historical moment. We stand on the 
bank of our Rubicon.14 
 

- Daniel E. Geer
Hoover Institute
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AFTERWORD

This story was designed to help the military and leaders from all walks of 
life conceptualize what the future of information warfare might look like. 
Fundamentally, with the interconnected nature of daily life, information 
warfare is something that is no longer limited to the traditional domains 
of war. America’s adversaries have realized that we are unbeatable on the 
traditional battlefield not only due to our military capabilities, but for our 
uncanny ability to come together to solve collective problems. As a result, 
our adversaries are switching tactics, utilizing old tactics in new domains 
– deception, disinformation, and misinformation are just a few of these 
techniques being digitized and weaponized – all to erode trust. 

The fundamental assumption about connecting things on the Internet 
involved misplaced trust – trust that people in society are basically good. 
Trust is fundamental in open societies. But trust in institutions has been 
eroding over the last few generations and the increasing geographic, 
educational, and political segregation has further eroded trust. Social media, 
combined with disinformation campaigns, has merely been an accelerant on 
a preexisting condition. 

The central problem facing societies impacted by automated disinformation 
strikes is the heart of the collective action problem. Cognitive segregation 
will continue to erode and undermine societies’ ability to act as a collective 
unit – the nation that figures out how to solve this post-truth problem will 
be able to effectively defend against the future of information war. We will 
be unable to muster the ability to go to war if we cannot agree on who the 
enemy is. 

ObiWan Kenobi famously told Luke Skywalker that he’d told him the truth 
about his father – from a certain point of view. There are some things that 
are fundamentally true whether people agree on them or not. Fear is one 
of those fundamental truths about human society: when people are afraid, 
they will react with “almost mathematically certainty” against the thing 
they fear1. As long as disinformation strikes at things people are afraid of, 
our adversaries will be able to exploit the thing that is America’s greatest 
strength. 

1 William L. Shirer and Ron Rosenbaum, The Rise and Fall of the Third Reich, Reissue edition (RosettaBooks, 2011).
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Other truths are a matter of perspective, but trust and truth go hand in 
hand. Rebuilding fractured trust requires the truth – and the algorithms 
influencing everyday lives fundamentally obscure the truth. Who do we hold 
accountable if the algorithm decides to tell your self-driving car to drive off 
a cliff? More realistically, who do we hold accountable if an algorithm floods 
news feeds with fake news that is purely automated content? 
 
The “Invisible Force” in this story was an adversarial nation state, but 
Drip•Feed was merely an algorithm doing what it was designed to do – stir 
up controversial news opinions and generate Internet traffic. Both invisibly 
attacked the foundational structures of another society. By monitoring 
social media, the Donovians were able to fire an American employee who 
said something against Donovia – but don’t Americans have the right to free 
speech? 

The “Invisible Force” attacked the military’s ability to make decisions – the 
ability to make assumptions is a key aspect of military decision making 
process and yet, they could not assume whether SGT Grant was alive or 
dead – they genuinely had no idea and the courses of action developed 
differed drastically based on their interpretations of the truth. They could 
believe he was alive or dead at the same time but, fundamentally, only one 
of those things was actually true. It was not a matter of perspective. 

The future of information war is the future of military conflict. With any luck, 
this book helps leaders visualize the complexity of that fight – and starts 
to generate a conversation around planning to overcome the next “Invisible 
Force”. 

- Major Jessica I. Dawson Ph.D.
Assistant Professor

Army Cyber Institute
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